2.1

ABOUT THESE TERMS AND CONDITIONS

These are the terms and conditions which apply to
these Services provided by Us to You, and will
apply unless varied expressly in writing by Us.

Our Master Services Agreement applies to this
Order. The current version is available on Our
website at www.upti.com.au/master-services-
agreement

By signing this Order Form You:

= Confirm You have accessed and read the
Master Services Agreement,

= Accept and agree to be bound by the terms of
the Master Services Agreement, and

= Agree that the terms of the Master Services
Agreement shall hereafter apply to all services
We provide to You, subject to clause 1.4 below.

Where there is any inconsistency between these
Terms and the Master Services Agreement, or
any other part of the Agreement, the documents
and terms are to be interpreted and applied in the
following order:

= Any express written agreement between the
parties,

= The Order Form, including any Annexures

= The Service Description/Schedule (if any)

= The Master Services Agreement

No clause in these Terms shall be interpreted to
exclude a written variation to these Terms which
expressly supersedes any given clause.

The meaning of words commencing with a capital
letter have the meaning given to that term in the
Master Services Agreement or clause 3
(Definitions) below.

Each contract will comprise the Agreement to the
exclusion of any purchase order, quote,
confirmation, terms and conditions of any other
document issued or provided by You. If there are
any special conditions which You require to be
included as part of this Agreement, You must
ensure these are noted in the Order, otherwise
they shall not apply.

THE AGREEMENT

The Agreement consists of:

The Order Form, including any Annexures
These Terms

The Service Description/Schedule (if any)
The Master Services Agreement

3 DEFINITIONS

VOICE SERVICES

CDRs means call detail records, collections of details of
call times, sources, destinations, durations and similar
data in relation to telecommunications calls.

Commercial Electronic Message has the meaning given
to that term in the Spam Act.

Commercial Works has the definition given by the
relevant upstream carrier. The relevant definition at the
time may be provided by Us to You, at Your request,
where these charges are likely to be incurred.

Contact Agent means an employee or contractor of Us
who, in the provision of the Service, is authorised to
make or receive calls on Your behalf.

Credit Account Application means the document titled
“Credit Account Application” if effect at the time.

Deliverable means the tasks listed in the Project
Description that are of technical or consultative nature
and are required to complete the project. In some
instances the Deliverable will have more than one sub
task or tasks not listed but are all required to complete
the deliverable as a whole.

Designated Electronic Message has the meaning given
to that term in the Spam Act.

End User or End User of the Service means the user of
an active Service.

Fee for Service Charges has the definition given by the
relevant upstream carrier. The relevant definition at the
time may be provided by Us to You, at Your request,
where these charges are likely to be incurred.

Feasibility Studies has the definition given by the
relevant upstream carrier. The relevant definition at the
time may be provided by Us to You, at Your request,
where these charges are likely to be incurred.

Hosted PBX means the Hosted PBX Service or other
services provided by Us to You as described in the
Order Form including where applicable access to Our
network (including computer resources, disk storage
and computer communication facilities) and the Internet.

Master Services Agreement means the version of the
document entitled “Master Services Agreement”’ in
effect at the time.

Multimedia Messaging Service or MMS is a method of
sending messages that include multimedia content.

Public Holidays means all gazetted national holidays.



Rate Plan means the collection of rates and
charges associated with a particular telephony
product. Your Rate Plan should be included with
Your Service Order Form. If no Rate Plan is
included with Your Service Order Form, Our
standard rate plan for that Voice Service type
applies.

Service Qualification has the definition given by the
relevant upstream carrier. The relevant definition at the
time may be provided by Us to You, at Your request,
where these charges are likely to be incurred.

Short Message Service or SMS is a method of sending
short text messages.

Software means, for the Contact Centre Solution, any
software used to provide any part of the Service,
including the 'Contact Point' software.

Spam Act means the Spam Act 2003 (Cth).

Special Linkage Charges has the definition given by the
relevant upstream carrier. The relevant definition at the
time may be provided by Us to You, at Your request,
where these charges are likely to be incurred.

Supply means the supply described in the supply
description, and specified in the Order Form and any
related goods or supply which We supply to You in
connection with the supply.

System means, for Contact Centre Solutions, the
Software and all related information technology
infrastructure used in the provision of the Service.

Unlimited Rate Plan means a Rate Plan that includes
free outbound calls to all standard Australian local,
national and mobile numbers.

Unicode means the character encoding standard of
that name which uses 16 bits per character.

Voice (End User) Services means the Voice (End User)
Services or other services provided by Us to You as
described in the Order Form including where applicable
access to Our network (including computer resources,
disk storage and computer communication facilities)
and the Internet.

DATA SERVICES

AdHoc and PrePaid Services means the IT Services
or other services provided by Us to You as
described in the Order Form including where
applicable access to Our network (including
computer resources, disk storage and computer
communication facilities) and the Internet.

Agreement means an entire agreement between
You and Us, constituted as specified in clause 2.1,
regarding the provision of a Service, or, in the case
of Hardware & Software Sales, a supply.

auDA Publish Policies means those specifications and
policies maintained and published by auDA on their
website http://www.auda.org.au

Certificate Authority means the entity that issues digital
certificates, such as SSL Certificates.

Colocation means the provision of colocation, or
telehousing services in a facility owned or leased by Us.

Colocation Space means the space described as such in
the Order Form, and which is located within Our Facility
and allocated to You.

Commencement Payment means the Payment
required prior to Project Commencement unless
otherwise agreed upon by You and Us.

Commercial Works has the definition given by the
relevant upstream carrier. The relevant definition at the
time may be provided by Us to You, at Your request,
where these charges are likely to be incurred.

Completion means after the process in clause 12.5 of
the IT Services Annexure.

Completion Payment will be required upon Project
Completion and will be initiated by Our Senior Technical
or Project Management resources. Completion
payments may be applied to halted or cancelled projects
in order for Us to recover costs already incurred.

Content Category means the lower-level classification of
web page contents under the Content Group.

Content Group means the classification of web page
contents based upon Web content viewing suitability of
three major groups of customers: enterprises, schools
and home/families.

Credit Account Application means the document titled
“Credit Account Application” in effect at the time.

Deliverable means the tasks listed in the Project
Description that are of technical or consultative nature and
are required to complete the project. In some instances
the Deliverable will have more than once sub task or tasks
not listed but are all required to complete the deliverable
as a whole.

Domain Names means a Domain Name registered with
a registry operator.

End User or End User of the Service means the user of
an active Service.

Excluded Items Rate means, for Managed Services and
IT Services, the hourly rate described as “Excluded
Items Rate” on the Service Order Form. Where no rate
is not stipulated on the Order Form, the Excluded Iltems
Rate shall be $300 per hour (ex GST).


http://www.auda.org.au/

Exclusion means, for IT Services, aspects of the
project that are not Our responsibility, and where
the onus is on You to ensure that these exclusions
are not a cause for project delay or failure.
Exclusions can be covered by Us, however they
would be subject to approval and will incur
additional charges.

Fee for Service Charges has the definition given by the
relevant upstream carrier. The relevant definition at the
time may be provided by Us to You, at Your request,
where these charges are likely to be incurred.

Feasibility Studies has the definition given by the
relevant upstream carrier. The relevant definition at the
time may be provided by Us to You, at Your request,
where these charges are likely to be incurred.

Hosted PBX means the Hosted PBX Service or other
services provided by Us to You as described in the
Order Form including where applicable access to Our
network (including computer resources, disk storage
and computer communication facilities) and the Internet.

laaS means the Infrastructure-as-a-Service Service or
other Services provided by Us to You as described in
the Service Order Form.

IP Transit Services means a standards based interface for
connection to Our network for delivery of the Service,
which will be delivered at the speed specified in the
Service Order, at the location specified in the Service
Order.

Managed Services means the Services or other
services provided by Us to You as described in the
Order Form including where applicable access to Our
network (including computer resources, disk storage

and computer communication facilities) and the

Internet.

Master Services Agreement means the version of the
document entitled “Master Services Agreement’ in
effect at the time.

Miscellaneous Charges includes all other charges from the
upstream carrier not specifically identified in clause 7.2
of the Voice Annexure, but may also have a definition
given by the relevant upstream carrier. The relevant
definition at the time may be provided by Us to You, at
Your request, where these charges are likely to be
incurred.

Nominated Excluded Items Hourly Rate means, for
Hosted Services, Our nominated excluded items
hourly rate in place at the time. As this rate can
change, You may contact Us to find out what this is
atthe time itis relevant to You.

PaaS means the Platform-as-a-Service Service or
other Services provided by Us to You as described
in the Service Order Form.

Project Commencement will take place based on
the availabilty of Us to begin the project

deliverables, or as agreed upon by You and Us.

Project Completion will take place when all project
deliverables have been met and confirmed, as
determined by Our senior technical or project
management resources assigned to the project.

Project Failure means the cancellation of the project, and
can be instigated by either party once a Project Pause
or Halt is incurred. Project cancellation will result in any
outstanding costs to be invoiced to You.

Project Halt occurs when the project is unable to
progress any further due to various circumstances or
non-payment. Written communication between the key
contacts is required.

Project Pause can be initiated by either party where
there is due cause based on extended delays, major
faults, unexpected issues or environmental issues.
Written communication between the key contacts is
required.

Project Value Means the value of the fixed price project
determined to cover all the deliverables and associated
costs as set out in the project description. For Time and
Materials projects, this is the estimated number of hours
required to complete the project along with any
expenses incurred to meet the deliverables defined in
the project description.

Projects & Professional Services means the Services or
other services provided by Us to You as described in the
Order Form including where applicable access to Our
network (including computer resources, disk storage
and computer communication facilities) and the Internet.

Public Holidays means all gazetted national holidays.

Rate Plan means the collection of rates and charges
associated with a particular telephony product. Your
Rate Plan should be included with Your Service Order
Form. If no Rate Plan is included with Your Service
Order Form, Our standard rate plan for that Voice
Service type applies.

Reasonable Period of Time means, for IT Services, a
period of time, determined by Us, but in consultation with
You, and determined relative to such things as the
nature of the fault, and its impact upon You or the
Services.

Reseller Agreement means, the document entitled
“Reseller Agreement” or “Referrer Partner Agreement”
which describes the conditions of reselling the Service.

Service Qualification has the definition given by the
relevant upstream carrier. The relevant definition at the
time may be provided by Us to You, at Your request,
where these charges are likely to be incurred.

Special Linkage Charges has the definition given by the
relevant upstream carrier. The relevant definition at the
time may be provided by Us to You, at Your request,
where these charges are likely to be incurred.



SSL Certificate means a certificate to validate a
website’s identity and encrypt information website
visitors send to, or receive from, the website.

Standard Rate means:

o for Managed Services and IT Services, the
hourly rate described as “Standard Rate” on
the Service Order Form. Where no rate is not
stipulated on the Service Order Form, the
Standard Rate shall be $250 per hour (ex GST)
and

o for Hosted Services, the standard hourly rate
for support in place at the time. As this rate can
change, You may contact Us to find out what
this is at the time it is relevant to You.

Supply means the supply described in the supply
description, and specified in the Order Form and any
related goods or supply which We supply to You in
connection with the supply.

Supported Guest Operating Systems means, for
Hosted Services, those systems specified by VMWare
as being supported. For an up-to-date list of the
systems supported at any given time, refer to
www.VMWare.com.

Unlimited Rate Plan means a Rate Plan that
includes free outbound calls to all standard
Australian local, national and mobile numbers.

Voice Services means the Voice (PSTN / ISDN
ReBill) Services or other services provided by Us to
You as described in the Service Order Form. These
Services may include:

e PSTN Services

e Basic Rate Interface, which consists of two B
channels and one D channel and

e Primary Rate Interface, which consists of 30
B- channels and one D-channel.

WHOIS The WHOIS service allows internet users to
search a domain name and find out the identity and
contact details of the registrant. The public WHOIS
service is a standard feature of domain name
systems around the world. For more information,
contact auDA.


http://www.vmware.com/

ANNEXURE: IP VOICE, FACSIMILE & SMS

CONDITIONS OF CONNECTION AND
SERVICE

Voice (End User) Services may not be resold or
otherwise resupplied by You to any other person or
entity.

We only charge for answered calls and We cease to
charge when the call is terminated.

All calls charges are rounded up to 1¢, and the
minimum cost of a call is 1¢ with the exception of free
calls (e.g. calls to 1800 numbers and calls on an
Unlimited Rate Plan).

You agree that any calls from Your account are
deemed to be authorized by You and You will pay all
charges accordingly.

In addition to the various rights of suspension or
termination contained in the Master Services
Agreement, We may also suspend or terminate the
Service if:

= We determine that Your use of the Service,
features, or a device is, or at any time was,
inconsistent with the normal inbound or outbound
usage patterns for the type of Service on Your
Order Form.

= We determine that You have tampered with a
device. In this instance We may charge You a fee
equal to the full purchase price of the device
provided to You for use with the Service; or

= You exceed the loss prevention thresholds or limits
as set out in clause 6 below;

Suspension of Your Service may include a full
suspension of all Services, or it may be limited to a
particular SIP Trunk, number or call type (eg
international call barring).

You acknowledge the use of the Service by You is at
Your own risk.

You acknowledge that We do not warrant that the
Service will be uninterrupted or error free, nor do
We make any warranty as to the results obtained
from the use of the Service. There may be delays,
omissions, and interruptions in the Service. Certain
factors, such as Your underlying internet connection,
network congestion, maintenance, technical
capabilities, geographic factors, obstructions or
interference may mean You will not receive the
voice Service at certain times.

We may provide You with access to Our portal,
which may provide figures detailing total call costs
and individual call details. Information provided via
the portal is a guide only and records should be kept
by You to check that the total provided is correct. The
portal should serve only as a tool for verifying Your
own records.

5.1

5.2

LOCAL GEOGRAPHIC NUMBERS.

These are regular Australian geographic
telephone numbers issued by the ACMA. They are
the same numbers as You would receive on a
regular phone service provided by a
telecommunications provider. They are State
based and start with 02, 03, 07 or 08. Your rights
and obligations are regulated by the ACMA. This
includes the ability to port Your number between
different carriers. We can provide local numbersin
most areas. To receive a local number You must
provide a street address in that local area where
the telephone service is connected. Your local
number can be listed in Sensis, plus the white and
yellow pages.

EMERGENCY SERVICES

When calling Emergency Services (000) Your
location details will be automatically transmitted to
the operator. Because You are using a VoIP
phone service, the operator will, when possible,
verify Your location details with You.

INTEGRATED PUBLIC NUMBER DATABASE

The Integrated Public Number Database (IPND) is
an industry-wide database containing all listed and
unlisted public telephone numbers and associated
information. It is a critical source of information for
emergency and law enforcement purposes. We
take Our responsibility for maintaining the IPND
very seriously, and update it promptly following
changes to Your account details. We will at times
throughout the year send You emails reminding
You to check Your account details and advise Us if
any are incorrect. It is Your responsibility to ensure
account information held on Our files is up to date
and We may suspend Your Service if You fail to do
s0. You indemnify Us for any liability We incur as a
result of Your breach of this clause

LIMITS, THRESHOLDS AND CALL-BARRING

By default, Your account contains certain
thresholds and limits in regards to certain call
types, including but not limited to:

= Alimit on the total value of international and
other high-cost calls per month;

= Alimit on the number of concurrent calls able to
be made at one time; and

= Call blocking to a number of high cost and
high fraud probability destinations.

As aresult, You or Your customers may experience
constrained capacity or the ability to make calls
becomes suspended at certain times where We
notice unusual or irregular activity on Your account.



5.3

5.4

5.5

6.1

7.1

8.1

8.2

8.3

These limits and thresholds are imposed as a
safety mechanism to help reduce Your exposure to
such things as toll fraud or unexpectedly large
bills.

You may make a request to modify these
thresholds and limits at any time, by lodging a
ticket with Our help desk.

If You choose to alter these thresholds and limits,
You are responsible for the increased risk
associated with Your account. We may require
additional security from You before we grant a
request to modify Your thresholds and limits.

ACCEPTABLE USE

An Acceptable Use Policy may apply to certain
Rate Plans (including the Unlimited Rate Plan)
under which standard local, national and mobile
calls are restricted to normal business use.
Examples which fall outside normal business use
include, without limitation, the activities of a
telemarketing business or call centre, and the
use of equipment such as automated diallers
without approval by Us.

SHORT MESSAGE SERVICE (SMS)

ROUTING OF SMS

You must advise Us how you wish Your incoming
SMS Messages to be routed (e.g. to an
application or to an email address). Until We are
advised of how to route incoming SMS Messages,
all incoming SMS Messages will be discarded.

CHARACTER TYPES AND LIMITS

A character includes each individual letter, digit,
space, punctuation or other symbol in the SMS
Message. Some special symbols and non-English
symbols may use more than one character.

Some applications may not support Unicode
characters. If an application that does not support
Unicode is the recipient of an SMS message that
includes Unicode characters, the delivery of the
SMS Message may fail without notifying the
sender.The maximum SMS Message size is:

= 160 characters for standard messages; and
= 70 characters for messages containing any
Unicode characters (e.g. emoji).

If You send a standard SMS Message of greater
than 160 characters, it will be divided into two or
more separate SMS Messages of up to 153
characters. The SMS Message may or may hot
be reassembled on delivery.

8.4

9.1

9.2
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10.1
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12.1

12.2

13.1

If You send an SMS Message containing any Unicode
character of greater than 70 characters, it will be
divided into two or more separate SMS Messages of
up to 67 characters. The SMS Message may or may
not be reassembled on delivery.

MESSAGE CHARGES

If You send an SMS Message to multiple recipients,
they are sent as separate SMS Messages per
recipient and each will be separately charged.

If You send an SMS Message longer than the
maximum SMS Message size, as specified in clause
12.3 above, You will be charged separately for each
of the divided SMS Messages.

NO GUARANTEE OF DELIVERY

We do not guarantee that SMS Messages will be
delivered. SMS Messages that are successfully
delivered may not be delivered in real time.

NUMBER PRESENTATION

You must ensure You correctly identify the sender of
the SMS Message, and not do anything that would give
a recipient the impression that the SMS Message
comes from any party other than the sender of the
SMS Message.

SPAM

You must not use the Service to send, allow to be sent
or assist in sending of unsolicited Commercial
Electronic Messages (other than Designated
Commercial Electronic Messages) or otherwise
breach the Spam Act.

You must, and must ensure Your End Users:

= includes contact details in SMS Messages;
= make it easy for a recipient to unsubscribe from
receiving further SMS Messages; and
= honor any request to unsubscribe within 5
Business Days at no cost to the recipient.

NO MULTIMEDIA MESSAGING SERVICES
(MMS)

The Service does not support the sending or receiving
of Multimedia Messaging Services. If You are the
recipient of an MMS, it may fail without notifying the
sender.
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14.1

15

15.1

GEOGRAPHIC LIMITATIONS

You acknowledge that the Service is limited to
sending SMS to Australian numbers only.

FACSIMILE

DELIVERY OF FACSIMILE

Delivery of facsimile messages is by email. You
must advise the email address that Your
facsimile messages are to be delivered to.
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16.1
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17.1

NO GAURANTEE OF DELIVERY

We do not guarantee that Facsimile Messages will be
delivered. Facsimile Messages that are successfully
delivered may not be delivered in real time.

FACSIMILE ARE NOT STORED

We do not store facsimile messages.



ANNEXURE: PRIVATE IP, INTERNET TAIL, IP
TRANSIT & MANAGED SECURITY

PRIVATE IP & INTERNET TAIL

ORDERING A NEW SERVICE

In submitting this Service Order Form, You
acknowledge and agree that:

Unless the agreement stipulates otherwise, the
fees and charges quoted are on the basis that
Your PoP, premises or site has an existing and
appropriate access connection to the upstream
carrier's network (eg, copper access when
ordering a copper service, fibore access when
ordering a fibre service, etc).

Where an existing and appropriate access
connection to the upstream carrier’s network does
not exist for a specific Service:

= We may incur costs in order to determine
whether the Service can be supplied, and at
what cost;

= We may incur costs which have been invoiced
to Us by the upstream carrier in order to
determine whether the Service can be supplied
and at what cost, including;

Service Qualification

Feasibility Studies

Special Linkage Charges

Commercial Works

Fee for Service Charges
Miscellaneous Charges (including such
costs as inability to gain access, etc)

Upon determining the cost to connect to the
upstream carrier's network for a specific Service,
We shall liaise with You, and You may then
choose to either proceed with, or cancel, the order
for that specific Service.

Some of the costs set out in clause 1.2 above may
be incurred if You delay or place the order on hold,
or even if You subsequently choose not to proceed
with the ordered Service after We have
determined what the cost of connecting to the
upstream carrier's network is, and We may
invoice You and You will pay Us for these costs,
separate to this Order, and irrespective of
whether this order is provisioned, delivered or
completed in part or in its entirety.

Regardless of whether any specific Service
included in the order is cancelled in accordance
with 1.3 above, You shall not have the right to
cancel any other services contained in the order, or
the order as a whole.

2.1

2.2

2.3

2.4

2.5

2.6

2.7

3.1

3.2

CONDITIONS OF CONNECTION AND
SERVICE

You must provide appropriate telecommunications
software and hardware for connection to Our
network.

You are responsible for payment of any costs
associated with the data communications line
(telephone line or similar link) used for connection
to Our network.

Other than to the extent that You have ordered
Managed Security Services from Us, You shall be
responsible for implementing and maintaining
network security at Your site.

We will, at Your request, endeavour to implement
access restrictions to Your network via the
connection and in accordance with any of Your
specifications which We have approved.

You acknowledge that to the extent permitted by
law We do not make any representations or
warranties concerning the fitness for purpose or
effectiveness of any access restrictions or
network security.

You acknowledge that Our network is not a
completely secure and confidential method of
communication and You transmit data on Our
network at Your own risk. Without being in any
way liable, We shall endeavour to ensure that all
data transmitted on Our network is transmitted to
the person to whom it is addressed.

You acknowledge that any electronic material
accessed by You through Our network is varied,
and that We will not be liable for or responsible to
You or any other person for the nature and
content of that electronic material or Your use of
that electronic material. You must ensure that use
of the Services does not include access to illegal
material, or expose any minor to material that is
unsuitable for minors. You will indemnify Us for any
liability We incur as a result of Your breach of this
clause.

PRIVATE IP CONDITIONS OF CONNECTION
AND SERVICE

You acknowledge the use of the Service by You
(which includes the contents thereof and any
storage or use of information) is at Your own risk.

You acknowledge that We do not warrant that the
Service will be uninterrupted or error free, nor do
We make any warranty as to the results obtained
from the use of the Service.



4.1

4.2

5.1

6.1

6.2

6.3

6.4

6.5

6.6

INTERNET TAIL CONDITIONS OF
CONNECTION AND SERVICE

No Service Level Guarantee is offered in respect
of the Service, however in the event of a fault We
will use reasonable endeavours to address the
fault within a reasonable period.

Depending on the type of Service, We may not
guarantee that connections using the Service
achieve any specific speed at any given time as
variables such as signal strength, distance from
exchange, traffic and load have an effect on the
connection speed

IP TRANSIT
ORDERING A NEW SERVICE

We will use all reasonable endeavours to provide
the Service on the commencement date specified
inthe Service Order. In many cases We will rely on
third parties to provide or supply equipment,
access, circuits or cross-connects and therefore
We will not be liable for any delay in installing the
services. The dates specified in the Service Order
are approximate. We will keep You informed of
progress of Your Service throughout provisioning.

PROVISION OF THE SERVICE

We will provide a standards based interface for
connection to Our IP Network (AS 9268) for
delivery of the Service:

= Electrical Fast Ethernet as per IEEE 802.3u
(“100BASE-TX")

= Optical Gigabit Ethernet as per IEEE802.3z
(“1000BASE-S/LX”)

= Electrical Gigabit Ethernet as per IEE 802.3ab
(“1000BASE-T”)

Additional Interfaces will be considered on a per
request basis, and may incur additional charges.

We maintain and operate Our network under the
Autonomous System Number AS9268. You
connect directly to this network via one of the
standard Interconnect types.

You will exchange route information with Us via the
Border Gateway Protocol version 4 (BGP).

We will supply a full global BGP routing table to
You or a default route as specified in the Service
Order.

The global routing table is large and constantly
growing. If You elect to receive a full table We will
advise You to ensure Your equipment is capable
of supporting the current table and its future
growth.

7.1

7.2

7.3

7.4

7.5

7.6

7.7
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8.1

8.2

8.3

ROUTE ANNOUNCEMENT, REGISTRATION &
FILTERING

You are to by way of Border Gateway Protocol
Version 4 (BGP) announce all routes for which
You want to receive International and Domestic IP
Traffic.

We will in all cases filter prefixes and AS numbers
We receive from You.

You are required to register with Our NOC all
routes and downstream AS numbers for which
You wish to receive traffic from Us. We will update
filters Our own filters (and advise Our upstream
providers) within 24hours; and where urgent We
will use Our best efforts to update Our filters (and
advise Our upstream providers) within 60 mins.

We may be required to update filters with some of
Our transit providers. We make no guarantee that
those providers will update their filters within the
timeframe listed above.

By requesting the registration of a route or AS,
You warrant that You are the owner or
leaseholder of those resources, or is authorised by
the owner or leaseholder to use that resource.

Should We receive a complaint about Your use of
an Internet resource (such as IP block or AS
number) We will resolve all such complaints in the
favour of the organisation listed in the APNIC
WHOIS database. In the event of a dispute, the
onusis on You to prove ownership of the resource.
Should You be unable to do this, any decision taken
by Us to not route will not be considered a breach
of any SLA or covenant of this agreement.

We will typically supply IP Address blocks or AS
numbers to You. Price for IP address is on a
monthly basis and all IP addresses remain the
property of Us at all times.

FAULT REPORTING & RESPONSE TIMES

If You rely on Customer Premises Equipment
(“CPE”) supplied by Us, You must specifically
ensure that the CPE is receiving clean power and
cooling as required to be operational.

Before reporting a fault to Us, You must take all
reasonable steps to ensure that the fault is not a
fault in any of Your equipment or within Your
administrative domain.

As soon as You have confirmed the fault is related
to the Service supplied by Us, that fault must be
reported to Us in accordance with the procedures
set out in the Service Description & SLA.



8.4

9.2

9.3
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10.1

10.2

11

1.1

If We determine the fault is attributable to Your
equipment then We may invoice You a
reasonable amount (not to exceed $500) for the
time spent diagnosing the fault.

MANAGED SECURITY

CONDITIONS OF CONNECTION AND
SERVICE

You acknowledge the use of the Service by You is
at Your own risk.

You acknowledge that We do not warrant that the
Service will be uninterrupted or error free, nor do
We make any warranty as to the results obtained
from the use of the Service.

No Service Level Guarantee is offered in respect
of the Service, however in the event of a fault We
will use reasonable endeavours to address the
fault within a reasonable period.

PROVISION OF THE SERVICE

Prior to the commencement of the Service, a
design phase will be undertaken in a project-
managed, collaborative manner between You and
Us. It may include, but is not limited to, setting the
policy and rules in relation to the following:

= Managed Firewall security policy

= Antivirus filtering rules

= Default filtering behaviour for files larger than
10MB

= Default treatment of emails tagged as spam

= Content Groups and Content Category
customisation: predefined and dynamic rules

= Granular customisation for specific entries

= Business Reporting templates

= Customer Representatives.

Provisioning will take approximately 20 Business
Days from the conclusion of the design phase.

FIREWALL

We will only be responsible for protection between
the public internet and Your network. Protection
inside Your network will be Your responsibility and
We take no responsibility for risks and attacks
from traffic within Your network.
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CONTENT FILTERING

Content filtering is applied on a reasonable- effort
basis. We do not guarantee all content within the
fitered categories will not pass through the
Service.

Antispam filtering may tag spam emails in the
subject header and forward it to Your internal mail
server. You are responsible for Your treatment of
emails tagged as spam, and store or open such
emails at Your own risk.

You acknowledge that Content Groups and
Content Categories will be updated from time to
time. Your content filtering policies should be
based on the classification of Content Groups and
Content Categories.

You may apply to allow a limited number of
specific sites within an otherwise filtered Content
Category. You may request additional entries,
and We will consider such request, however an
additional charge may apply.

OTHER MANAGED SECURITY FEATURES

Cloud De-Militarised Zone (DMZ), where
provided, is contained within Our hosted cloud
services platform and cannot be extended beyond
that point to include other network endpoints such
as data centre collocated or on- site infrastructure.

Two-factor Authentication, where provided, may be
provided, using physical or mobile application
security tokens.

If Weekly Detailed User Reporting is made
available, individual user statistics are only
included when integrated with Active Directory.
Where no Active Directory integration is in place,
the Detailed User Reporting is based on IP
Address only.

Default Internet Data Pack port speed is
100Mbps, regardless of the maximum throughput
based on the Service tier. Unlimited data pack is
available at any speed up to the maximum
throughput of the Service tier.

The Antivirus will only scan files up to 10MB in
size. Files larger than 10MB may be allowed with a
notification to You. You are responsible for Your
treatment of those files and store or open such
files at Your own risk.
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15.1

LICENCE

15.2
You are responsible for complying with the
licence terms of all security products installed
on Your network and maintaining valid 153
licences. '
LIMITATIONS

You understand and accept that We do not
guarantee that the Service will;

= Protect against all unauthorised access to the
network
Remove or correctly identify all viruses;

= Screen, block or correctly identify all spam;

= Detect and remove all types of attacks or
correctly identify all attacks;

= Block all websites You ask Us to block;

= Block all network activity You ask Us to block or
correctly detect and protect against network
activity that You deem suspicious;

You are solely responsible for Your connection to the
Service if You connect via public Internet access
or BYO network.

We provide no guarantee in relation to latency or
bandwidth.



